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1
Decision/action requested

This pCR proposes Key Issue details to TR 33.866 for identification of anomalous NF behaviour
2
References

[1]
3GPP SID TR 33.846 for eNA
3
Rationale

The 5GC has become totally service based and the different NFs within the 5GC are instantiated based of the defined functionality of the NFs and the load these NFs are expected to handle. When these NFs are instantiated within a cloud infrastructure, it is possible that some of the NFs may behave abnormally because of different reasons. There is a need to detect such misbehaving NFs, so that further actions can be taken to protect the 5GC from damage. 
A respective KI was introduced to the group of KIs related to the second objective of the SID in SA3#101-e.
4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.866, which is providing KI details on the KI on anomalous NF behaviour detection by NWDAF. 
KI details are updated according to the discussion from SA3#101-e as visible by the change marks.

************* START OF CHANGES
5.2.X
Key Issue #X: Anomalous NF behaviour detection by NWDAF
5.2.X.1
Key issue details


The 5GC supports different NF deployments that could be in distributed or redundant fashion so that the NF provides the services from several locations and several execution instances. When these NFs are distributed across multiple cloud infrastructures, it is possible that the NFs may behave in an undefined manner. The undefined behaviour of the NF may be caused by internal errors such as configuration mistakes or internal data corruption. This misbehaviour may impact one or more UE services based on the type of NF. Thus, the correlation of which NF is handling which UE data is an important aspect, such that NWDF is enabled to conclude from UE related data reported, which NF may have anomalous behaviour.
In all such instances, it is imperative that an analytics function such as NWDAF monitors the behaviour of all the NFs and ensures that the NFs behave as defined. If the NFs behave erroneously, it should be possible to detect the anomaly so that appropriate steps can be taken, e.g. by an operator, to control the potentially damaging behaviour. 

Note, it is up to the operator to define the details of what NFs should report if such monitoring and detection by NWDAF is wished. However, there is a need to enable NWDAFs to receive or request reports by NFs which serve the detection of anomalous NF behaviour. 

5.2.X.2
Security threats

TBD
5.2.X.3
Potential security requirements

It should be possible for the network to detect anomalous NFs using the data collected from UE and NFs.

************* END OF CHANGES

